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▪ Section titled ‘Introduction’, second bullet point of 
‘Objectives’ 

ASX has also created a document titled ‘Promoting a culture of risk 
awareness, accountability and speaking up – A guide for General 
Managers’ to promote risk culture and awareness at ASX. This is 
available from the Enterprise Risk Management (ERM) site.  

ASX states in their ‘Summary Consolidation Page’ provided as part of the 
closure pack for Recommendation 1.1.1, that ‘on completion of the initial 
Risk Culture Training sessions conducted in June 2022 the training 
content ownership has been handed over to the Senior Manager; Project 
Risk Management to maintain the content and promote the ongoing 
engagement with lines of business for any resources who require this 
training, be they; new starters to ASX, existing ASX resources new to a 
project, newly appointed project sponsors and owners, consultants 
engaged for involvement in delivery activity or individuals looking to 
refresh themselves, etc.’ ASX has provided evidence that future face-to-
face and virtual sessions have been scheduled over the next 12 months 
(up to June 2023) for new starters and staff who missed the initial 
training sessions. 

Additionally, ASX’s CRO mandates for all ASX staff members to complete 
a ‘Risk Appetite’ training module and ‘3 Lines of Defence’ training 
module annually, to further deliver the message of risk culture and 
awareness throughout ASX.  

ASX Action 2: 

ASX has conducted both short-term staff education and long-term staff 
education to promote risk culture and awareness.  

As part of their short-term staff education, ASX delivered 3 tactical 
training sessions in December 2021 to highlight and uplift the visibility 
and awareness of risk management and its relationship to governance. 
One session was delivered to ASX board members, and the other two 
sessions were delivered to ASX Project Sponsors, Owners and PM’s 
involved in P1 and High-Risk Projects, plus any other identified 
stakeholders. The sessions were held virtually, recorded and mandatory 
for all the stakeholders ASX identified needed to attend the training. For 

staff who could not attend the session (i.e., not on the attendance 
report), ASX required for them to watch the session recordings and 
provide attestation that they had completed the training. 

As part of their long-term staff education, ASX conducted 10 face-to-
face classroom sessions in June 2022 to highlight a number of changes 
that had occurred to improve ASX risk management and raise awareness 
of ASX risk culture. These sessions were facilitated by an L&D specialist 
with subject matter expertise delivering the content to a wide range of 
ASX stakeholders, including Project Sponsors, Project Owners, Delivery 
Managers, Program Managers, Project Managers, Business Analysts, 
CaDE, EPMO and Line 2. EY SMR(s) attended and observed the launch 
session held on 16 June 2022.  

Additionally, as stated in the Findings for ASX Action 1, all ASX staff 
members are required by the CRO to complete the annual mandatory 
training modules on ‘Risk Appetite’ and ‘3 Lines of Defence’ to better 
understand risk culture and awareness at ASX.  

During the Recommendation Review Workshop held on 26 July 2022 
(Q3 ASX Remedial Actions - Q&A Review for Recommendation 1.1.1), 
ASX stated that the long-term risk culture training is their strategic 
solution, and will be available to new joiners, anyone transitioning into a 
new role (e.g., Project Sponsor, Project Owner) or anyone who wants a 
refresher. These sessions are mandatory for key project roles and part 
of the onboarding program. 

ASX has provided a confirmed schedule for the long-term training 
sessions to be held over the next 12 months (up to June 2023), which 
comprises of quarterly face-to-face and virtual sessions. The scheduling 
and running of future sessions will be the responsibility of the project 
risk capability owner i.e., Project Risk Specialist.  

Furthermore, ASX has introduced a participant workbook (reference 
materials) to be distributed to attendees at all future risk training 
sessions to help them better understand risk concepts and definitions. 
Survey results are also collected at the end of each session for 
continuous improvement. 
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resources with relevant risk experience should be involved to leverage 
their diverse expertise: 

• Enterprise Risk Management Framework (ERMF) 

▪ Page 11, section 5.6 ‘Project Risk Management’ 
▪ In the stages and L1 and L2 roles summary table under 

‘Development plan to PGG, initial funding stage’, added 
under Line 2 role to ‘ensure resources with relevant 
expertise are involved in assessment of risks’ 

• Guidance for Line 2 on Project Risk Governance document 

▪ Included as part of guidance and expectations of Line 2, 
that they need to confirm: 

▪ whether resources with relevant expertise have 
been involved in assessment of project risks 

▪ whether resources with relevant subject matter 
expertise have been involved in assessment of 
process impacts 

▪ work closely with Project Managers, Project 
Owner, SMEs and management to establish that 
relevant risk expertise is embedded within 
priority projects to make sure an alternative and 
independent viewpoint is consistently applied in 
assessment of relevant project risks 

• Project Risk Management Framework (PRMF) 

▪ Under ‘Role and Responsibilities (Three Lines of 
Defence)’ section, includes ‘Roles and Responsibility’ 
table defining the ‘Project Risk Management Specialist’ 
role as: 

▪ Responsible for the Project Risk Management 
Framework and associated processes, tools and 
templates (part of the overall PM Framework), & 
uplift of Project Risk Management across the 
Portfolios 

▪ Provide advice and support through the Project 
Risk Management Life cycle i.e., identification, 
assessment, treatment and reporting of project 
risk 

▪ Challenge and review on the project and portfolio 
risk levels 

▪ Under ‘How to engage the Line 2 Enterprise Risk 
Management (ERM) team’ heading, includes points that: 

I. All project teams must have an initial meeting 
with ERM in the ‘Define & Plan’ phase to agree on 
a meeting cadence for the project duration. Only 
P1 and projects that have a high risk rating 
resulting from the project risk assessment must 
have an ERM Line 2 representative assigned, 
with other projects based on ERM team capacity 

II. Establish recurring meetings with the Line 2 
representative (e.g., monthly PM, Owner & Line 
2 representative meeting pre-SGG) 

III. Provide links to Risks & Issues logs. The ERM 
team then reviews, challenges, and provides 
feedback on risk ratings and mitigation 
strategies (e.g., accept, transfer, avoid, reduce) 

▪ Links to ‘Risk Management RASCI Matrix’ page which 
provides a summary overview of the responsibilities and 
tasks each role needs to perform at a particular stage of 
the project delivery lifecycle 

▪ Links to ‘Delphi Technique Guide for Projects’ page (step 
by step guide) which introduces the concept of Delphi 
Technique to be applied to risk assessment when 
uncertainty exists, and expert and diverse judgement is 
needed. The Delphi technique was also introduced to 
assist in reducing bias and group think. ASX offers the 
Delphi technique as a risk identification technique to be 
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projects complete their Project Risk Assessments to ensure diverse 
views are considered. A ‘Delphi Technique Guidance for Projects’ section 
(step by step guide) is available under the Project Risk Management 
Confluence site for project teams to follow and learn more about the 
Delphi technique. 

In Recommendation 1.1.1 (also submitted this quarter (Q3) for closure), 
ASX held a series of face-to-face training sessions to raise risk culture 
awareness across an audience made up of Project Sponsors, Project 
Owners, Delivery Managers, Program Managers, Project Managers, 
Business Analysts, CaDE, EMPO and Line 2 Risk. As part of the training 
session, one of the interactive activities was using the Delphi Technique 
to independently complete the Project Risk Assessment template in 
order to capture diverse viewpoints. 

ASX has stated in their ‘SGG Terms of Reference’ template that the 
responsibilities of the SGG includes: 

• Removing blockers, and actively providing guidance on escalated 
Risks and Issues (as per RAID Register set up in Jira)  

▪ Note: Active discussion of Risks and Issues is a 
mandatory agenda item for the SGG 

• Discussing and confirming six monthly Project Risk Assessment 
at the SGG with all risks identified to be tracked and managed as 
a record in Jira 

• Discussing and confirming Business Process Risk Assessment at 
the SGG with all risks identified to be tracked and managed as a 
record in Jira 

ASX Action 2: 

As stated in the Findings for ASX Action 1, the ‘Project/Product Owner 
and/or Project Sponsor’ is ‘Accountable /Consulted’ and ‘Strategic 
Governance Group (SGG) Members’ are ‘Consulted’ for both the initial 
PRA (done at the beginning of a project) and subsequent mandatory six-
monthly PRAs.  

See Findings for ASX Action 1 for details. 

 

ASX Action 3: 

In the RASCI Matrix, ASX states that as part of the ‘Completion of 
Business Process Risk Assessment’ task under the ‘Refine and 
Implement’ phase: 

• ‘Project/Product Owner and/or Project Sponsor’ is 
‘Accountable/Consulted’ 

• ‘Strategic Governance Group (SGG) Members’ are ‘Consulted’  

This indicates that the equivalent level of contribution will be made by 
the SGG members for the completion of the Business Process Risk 
Assessment as they would for the Process Risk Assessment. 

See Findings for ASX Action 1 for details on Delphi Technique as part of 
risk identification and responsibilities of the SGG.  

ASX Action 4: 

Note: ASX states in their ‘Summary Consolidation Page’ provided as part 
of the closure pack for Recommendation 1.2.3, that the ‘Enterprise 
Project Risk Management Framework (EPRMF)’ is now known as the 
‘Project Risk Management Framework (PRMF)’. 

ASX has provided evidence that the PRMF has been updated to reflect 
the new requirement through the implementation of ASX Actions 1,2 
and 3. The updates to the PRMF include: 

• Risk Management RASCI Matrix 

▪ Defines the roles and responsibilities of all team 
members at each project phase, and shows that 
‘Project/Product Owner and/or Project Sponsor’ is 
‘Accountable/Consulted’ and ‘Strategic Governance 
Group (SGG) Members’ are ‘Consulted’ for completion of 
the PRA and Process Risk Assessment 

• How to Perform Project Risk Assessment 

▪ Step by step guide on how to perform a PRA, including a 
section on how to apply the Delphi Technique to identify 
risks 
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▪ The project may deliver solutions (technical or 
operational) to reduce delivered risk before the project 
is completed 

In ‘Section 1.2 Risk Levels’, ASX introduces and defines the concepts of 
‘Inherent Risk’ and ‘Residual Risk’, as well as defining 
‘Controls/Mitigation Actions’, as per below: 

• Inherent Risk 

▪ Determined with reference to an assessment of 
likelihood and impact, and is defined as the risk arising in 
the inherent environment before consideration of 
controls 

▪ Risk likelihood and impact is calculated using risk scalar 

• Controls/Mitigation Actions 

▪ Controls take the form of people, systems, processes 
and activities, as well as business culture and conduct 
and are generally either preventative, detective or 
corrective in nature. These control types are generic and 
are applied to Delivery and Delivered Risk Classifications 

▪ Preventative Controls / Action aim to reduce the 
likelihood of a risk event occurring, and are active/in 
place prior to a risk event occurring (e.g., supervisory 
authorisation of payment prior to transfer of funds) 

▪ Detective Controls / Actions aim to identify failures in 
the current control environment, and are active after a 
risk event may have occurred (e.g., bank reconciliations 
to detect unauthorised or unaccounted payments) 

▪ Corrective Controls / Actions aim to reduce the impact 
and/or rectify a failure after discovery (e.g., disaster 
recovery, insurance) 

• Residual Risk 

▪ Residual risk is determined with reference to an 
assessment, after considering the design and 
effectiveness of current controls 

▪ Risk likelihood and impact is calculated using risk scalar 

ASX also introduces the equation relationship between Inherent Risk, 
Residual Risk and Controls/Mitigation Actions: 

Inherent Risk + Controls/Mitigation Actions = Residual Risk 

Inherent and residual risk is tracked by the project, and is also part of the 
Project Risk Assessment, Business Process Risk Assessment and 
Implementation Readiness Assessment. 

ASX has shown evidence that the associated templates have been 
updated to incorporate the new requirements for projects in regard to 
capturing risks: 

• Project Risk Assessment (PRA) template 

  
 

 
  

 

• Business Process Risk Assessment (BPRA) template 

  
 

  
 

  
  

 
 

• Implementation Readiness template 
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These sessions were virtual and facilitated by the EPMO Lead, covering 
the below agenda:  

• Overview of current project risk & issue standards 

• How risks & issues are captured 
• Project Risk (JIRA) vs BAU Risk (ERICA) 

• How project risks & issues are escalated for Executive Decision 
Making 

• Walkthrough of creating a risk in Jira 

During the Recommendation Review Workshop held on 27 July 2022 
(Q3 ASX Remedial Actions - Q&A Review for Recommendations 1.2.2, 
1.2.3, 1.2.5, 1.3.7 and 1.4.1), ASX informed that all 4 TAMs attended 
the session. The training sessions were conducted in real-time and 
consisted of a walkthrough and navigation of the frameworks, guidelines 
and Jira tool. The training was focused on practical application of the 
theory in the frameworks, and the content was also included in the 
longer-term risk awareness culture training sessions in June 2022. 

Additionally, during the Q1 Recommendations Review Workshop ‘ASX 
Remedial Actions – Review of Recommendations 1.2.1, 2.1.1 & 2.1.2’ 
for Recommendation 1.2.1, ASX explained that Technical Account 
Managers (TAMs) are members of the project team who help act as the 
liaison between the project and the customers, and they are given the 
same training and user guides on how to manage risks and issues along 
with everyone else on the project. The TAMs were specifically called out 
by IBM as it seemed that they sat outside of the project team. 

ASX Action 2: 

ASX has created a page titled ‘Risk Management RASCI Matrix’ under the 
‘Project Risk Management Framework’ on Confluence, which includes an 
end-to-end risk management RASCI Matrix. The RASCI Matrix provides a 
summary overview of the responsibilities and tasks each role needs to 
perform at a particular stage of the project delivery lifecycle. 

ASX has stated in their ‘Summary Consolidation Page’ provided in the 
closure pack for Recommendation 1.4.1, that ‘Support/Operations’ roles 
include ‘Support, Operations and Customer Account Managers’, and 
recognises TAMs as Customer Account Managers. ASX has updated the 

‘Roles and Responsibilities’ table on the ‘Risk Management RASCI Matrix’ 
Confluence page, and explicitly states that the responsibility of the 
‘Support/Operations/Customer Account Managers’ is per the below: 

• Business Unit Technology and Operation Support who are 
engaged by project 

• Customer Account Managers (e.g., Technical Account Managers, 
Business Development Managers, etc), must formally document 
risks and issues in conjunction with project managers and other 
project team members in Jira using the standard templates 
(whether identified by customers or the project team) and select 
the appropriate escalation option in the template (e.g., 
Sponsor/Owner or SGG/PWG) so such information can be 
factored into planning and decision making 

Additionally, under the ‘Roles and Responsibilities’ table, ASX have 
indicated the relationships of TAMs (Customer Account Managers) with 
other project roles as per the below:  

• Project/Product/Domain Owner/Sponsor 

Responsibility involving TAMs:  

▪ Addressing and making necessary decisions on any 
escalated Delivery risks and issues, including 
customer/participant risks and issues raised by 
Customer Account Managers (e.g., Technical Account 
Managers, Business Development Managers, etc) to 
ensure customer impacts are considered early 

• Project Manager/Delivery Manager/SCRUM Master 

Responsibility involving TAMs:  

▪ Determining which risks and issues should be escalated, 
including ensuring customer/participant risks and issues 
escalated by Customer Account Managers (e.g., 
Technical Account Managers, Business Development 
Managers, etc) are appropriately represented to 
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Under the ‘Purpose’ section of the PDAf, ASX states that the PDAf was 
established as part of the ASX Delivery Governance framework to 
improve project planning, prioritisation, delivery and deployment. 

The Quality Assurance process applies throughout the life of programs 
and projects to: 

• Review and evaluate project health execution 

• Assess and monitor how risks involved in planning, delivering 
and managing projects are being managed 

The PDAf seeks evidence of effective controls across the project 
lifecycle, assessing against the following assessment criteria (where 
applicable): 

• Change Management 
• Financial Management 

• Project Management 

• Risk Management 

• Stakeholder Management 

• Technology Delivery and Management 

• Procurement/Vendor Management 

The Assurance Reviews will be fit-for-purpose and aligned to project 
assurance levels (as determined by the Project Risk Assessment (PRA) 
and/or current project risk profile). A range of review types considered 
are: 

• Set-up for Success Review: An initial stage review that assesses 
if the scope and purpose of the project has been adequately 
considered and examines whether stakeholders’ expectations of 
the project are realistic in relation to the planned outcomes, 
resource requirements, timetable and achievability 

• Inflight Assurance Review: Inflight reviews examine 
projects/programs at key decision points during initiation, 
design, implementation, delivery and handover. The review may 
focus on specific aspects or issues identified as required. These 
reviews will align with the 4 stages of the ASX Delivery 
Framework and will serve to convey recommendations and 

advice to project stakeholders. This review is also designed to 
provide a prognosis for project success 

• Thematic: Targeted focus area review across multiple projects 
designed to identify trends and the effectiveness of specific 
project activity 

The framework states that the level of assurance or scrutiny that will be 
applied increases as the project and or program risk or exposure is 
increased: 

• Level 1 (high scrutiny):  
 

 

• Level 2 (medium scrutiny):  
 

• Level 3 (low scrutiny):  
 

 

Should the project and or program risk profile change throughout the 
lifecycle, the assurance level and scrutiny will be updated and applied 
accordingly. 

Under the ‘Metrics’ section of the PDAf, ASX defines the ratings that will 
be applied and notes that there will be a single overall rating for the 
project and/or program at a point in time. The rating will be based on the 
project/program’s current performance and will provide an assessment 
on the likelihood of project/program success. 

Grades of confidence will range from Green (high level confidence) 
through to Red (successful project delivery appear unachievable), as per 
the following definitions: 

• Green: Consistent application of project delivery controls & 
frameworks evidenced. Delivery process improvements are 
ongoing & generally provide good practice. No ‘High Rated’ 
outstanding issues or risks identified. High level confidence that 
project is setup for success 
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ensure testing, quality and risk mitigation efforts are successful, 
productive, and efficient.” 

ASX Action 2: 

ASX has created the ‘QE Strategy – Risk Based Testing’ page on 
Confluence under the ’Quality Engineering and Testing (QE&T) 
homepage on Confluence. This page documents the purpose, outcomes 
and benefits of the Quality Engineering & Testing Risk Based Strategy 
(RBT) which they have implemented. 

The section titled ‘Recommended Assessment Method (RBT Workshop)’ 
under the ‘QE Strategy – Risk Based Testing’ page details the 
recommended method for performing an RBT assessment, which is 
through a collaborative workshop, hosted by the Test Manager and 
involving various SMEs relevant to the change. The purpose of the 
workshop is to complete the RBT assessment collaboratively and 
leveraging the experience and knowledge of SMEs and, thereby, 
determine a proposed testing scope and identify any residual risks. 

Under the ‘Assessment FAQ’ section, it is stated that the RBT 
assessment results must be recorded in the ‘RBT assessment template’ 
to ensure outcomes are presented in a consistent manner, and a link to 
worked examples based on real historical changes are provided in the 
RBT examples page. The examples are intended to illustrate the 
comparison between the testing scope that was chosen prior to RBT and 
the recommended testing scope that would have been applied from RBT 
test treatments (i.e., retrospectively). 

ASX Action 3:   

The section titled ‘Change Characteristics Reference’ under the ‘QE 
Strategy – Risk Based Testing’ page describes the change characteristics 
to identify a change profile for Risk Based Testing. The section 
immediately after, titled ‘Test Treatment Library’, then describes test 
treatments (including both functional testing and non-functional testing) 
that should be applied to the change profile to mitigate risk related to 
production leakage resulting from change.  

During the Recommendation Review workshop held on 25 July 2022 (Q3 
ASX Remedial Actions - Q&A Review for Recommendation 6.3.2), ASX 

explained that in the RBT assessment workshop, the test manager will 
utilise the experience and knowledge of all the participating SMEs to 
identify the change characteristics and select the test treatment for each 
test type that most appropriately mitigates the risks to a low level. 

ASX stated that there is deliberately no hard and fast algorithmic 
mapping as every single context is different and they did not want to 
dilute the test manager’s accountability by giving the test managers a 
fixed pattern to follow. 

ASX has provided evidence that they have performed the RBT 
assessment on projects  

 

ASX Action 4: 

As part of the implementation of the Risk Based Testing methodology, 
ASX has conducted virtual ‘Risk Based Testing Strategy – Fundamentals’ 
training sessions with their QE&T community, to provide context, 
information and guidance about the QE&T Risk Based Training Strategy. 

Additionally, ASX held a series of virtual ‘Brown Bag Sessions’ which 
were information sessions providing an introduction to Risk Based 
Testing.  

During the Recommendation Review workshop held on 22 July 2022 (Q3 
ASX Remedial Actions - Q&A Review for Recommendation 6.5.1), ASX 
informed that the Fundamentals Training, which covered RBT Strategy 
and Defect Management Strategy, and the Brown Bag sessions were not 
mandatory, however test managers worked to ensure their team 
members were covered. The training sessions were recorded and put 
online in the QE&T home page for everyone to access, especially 
participants who could not attend. The training material and videos have 
been incorporated into the onboarding process. ASX stated that 
refresher sessions for test team members will be covered under the 
training program as part of Recommendation 6.3.1, due to be submitted 
in a future quarterly review. 

In their written response from 4 August 2022, ASX confirmed that all 
the Test Managers had attended the training and the training would be 
mandatory for all new test managers in the future as part of the 
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Background/Tasks 

Institute on-going defect analysis techniques (including defect prediction 
and defect modelling). Work with production tracking systems to 
accurately track Defect Leakage into production. Define and implement a 
method of linking defects to specific releases, tests and business 
functions. Begin tracking Defect Removal Efficiency into UAT and 
Production and Mandate Root Cause recording in defect analysis. 

ASX Action(s) 

1. Enhance ongoing defect analysis techniques, including defect 
leakage, defect modelling and prediction aligned to industry and 
internal standards and thresholds 

2. Link defect, incident and problem management processes to 
accurately measure defect leakage 

3. Mandate root cause analysis recording for higher severity 
defects and derive metrics and commentary 

4. Integrate enhanced defect management processes into QE 
processes and procedures 

5. Integrate all metrics into QE authority and project reporting 

Findings 

ASX Action 1: 

ASX has created a ‘QE Strategy – Defect Management’ section under the 
‘QE&T Strategy’ page on Confluence, navigated from the ‘Quality 
Engineering and Testing (QE&T) Home’ page. This section describes the 
enhanced Defect Management Strategy, including Defect Analysis 
techniques, SDLC integration processes, metrics and reporting and 
alignment with standards.  

The section titled ‘4.2 Implementing Defect Analysis’ asks users to adopt 
a ‘Defect Analysis Strategy’ to develop and implement a comprehensive 
defect analysis framework and set of defect metrics that will be valuable 
data and insights related to defects that can be used to: 

• implement defect modelling and prediction  

• identify high-risk applications/components/changes where 
enhanced risk mitigation should be undertaken 

• understand and assess product quality at a point-in-time or as a 
trend 

• identify corrective actions or continuous improvement related to 
testing and defect removal efficiency through mechanisms and 
forums such as the Post Implementation Review process and the 
QE&T continue improvement framework 

The ‘Defect Analysis Strategy’ explains the outcomes and benefits of 
defect analysis, where it can and should be used, and provides a method 
that can be used for implementation of defect analysis in different 
scenarios. At ASX, Jira is the defect management tool used. It also 
includes a detailed method to develop a measurement plan. 

Under the ‘Model’ section of the ‘Defect Analysis Strategy’, ASX has 
listed the industry and internal standards that were considered and 
aligned to, including:  

• ISO-IEC-IEEE-29119-1 - Defect Management 

• ISO-IEC-IEEE-29119-2 – Test Management Process 

• TMMI 2.6 Level 5 Optimization 

• ASX: Enterprise Quality Forum - Terms of Reference 

• ASX Framework: ASX Delivery Governance 
• QE&T Strategy: QE Strategy - Defect Management 

• QE&T Strategy: Roles and Responsibilities 

• QE&T Strategy: Root Cause Analysis 

Under the ‘Method’ section of the ‘Defect Analysis Strategy’, ASX has 
provided an example of an effective measurement plan which includes an 
end-to-end design: 

1. Objective: Defining what they want to achieve and measure i.e., 
the objectives, outcomes, and associated measures of defect 
properties. This is a key step to ensuring metrics are not being 
generated just for the sake of metrics 

2. Metrics & Data: Designing how they will measure the objectives, 
including the metrics that will support the measures and the 
operational definition of the metrics 
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Appendix C Recommendations Questionnaire submitted to ASX post SMR documentation 
review 
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Appendix D Documents reviewed 
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